Make Chrome safe from poodle

Before starting, quit all instances of Chrome

1. Create an Automator app

Start up Automator.

1. Select "Application"
2. Click "Choose"

If you don't see this document, click "New Document". Or "File", then "New"
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2. Add a shell script action

1. In Library pane, click "Utilities"
2. From middle pane, drag "Run Shell Script" to workflow on right.
3. Note addition of shell script to workflow.
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3 Enter these lines into shell script, replacing the "cat", until it
looks like this:

Copy and paste the following two lines into the shell script body:

open -a "Google Chrome.app" --args -ssl-version-min=tis1
# keep the .app suffix or will break with Parallels
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4. Save the app in the Applications folder. Call it
"ChromeSafe"

Click "File", then "Save..."

Enter "ChromeSafe" in "Save As:", replacing "Untitiled"
Navigate to Applications folder

Make sure File Format is "Application"

Click "Save"

o=

LS Untitled (Application)
=

Variables Name _

v |l uibrary & Ask for Confirmation Save As: | ChromeSafe.app o [«] put
i Calendar &% Burn a Disc -  —
|| Contacts g Choose from List Tags:  —
#. Developer # Copy to Clipbeard S
.+ Documents g« Display Notification [«]» || a8 0| || = || [25] Applications e + |
| Files & Folders #. Get Contents of Clipboard
% Fonts g Get Value of Variable FA_\I'ORlTES Name
'G_" Internet [ Hide All Applications :I Dropbox
& Mail | Launch Application zl Desktop !
&1 Movies & Loop 7%}
g Music | Move Finder Items to Trash
« PDFs & Pause Lol . [P———
% Photos [ Print Finder Items @ Documents ‘:r
¥ Presentations & Quit All Applications o Downloads
[EF system | Quit Application i Excel =

/ Text &« Run AppleScript
¥ Utilities Run Shell Seript o
(3] Most Used & Run Workflow File Format: | Application ¢\__/
[E] Recently Added B8 Set Computer Volume
& Set value of Variable | New Folder | | Cancel | | Save

©

#. Show Growl Notification
/ Speak Text

&) Spotlight

/M Start Screen Saver

#. System Profile

#. Take Screenshot

Make Chrome safe from poodle Page 4



Make Chrome safe from poodle

5. Replace the new Automator app's icon with the Chrome
icon (just to give you a visual cue)

Open "Applications" folder in "Finder".

1. Get Info on your real Google Chrome. (Right-click on file name in Finder window. Select "Get Info"
2. Click on the icon on the top left, press Cmd-C,

3. Get Info on your Chrome Automator app.

4. Click the icon, and press Cmd-V. This replaces Automator icon with Chrome icon

5. Close both Info windows.
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6. Verify ChromeSafe from Applications folder

a. Double click ChromeSafe file name from Applications folder in Finder. Verify Chrome starts.
b. Verify Chrome in safe mode: See Step AA below
c. Now quit Chrome
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7. Verify you can see the new app from your favorite app
launcher.
a. Launch ChromeSafe from LaunchPad or your favorite app launcher. Verify Chrome starts.

b. Verify Chrome in safe mode: See Step AA below
c. Now quit Chrome

8. (optional) Add to Dock

a. Drag from Applications folder to Dock
b. Launch new safe Chrome from Dock. Verify Chrome starts.
c. Verify Chrome in safe mode: See Step AA below

ChromeSafe

9. Clean-up

From now on, remember to use the "ChromeSafe" to start Chrome.

You now have two Chrome icons both in your Applications folder and on your Dock. One will say
"Google Chrome". This is the original non-safe Chrome. The other will say "ChromeSafe". This is the
new app you just created from this process.

If you didn't have Chrome in your Dock before, you can ignore all the Dock instructions, as well as
Step 7 above.

If you did and you don't want to confuse yourself, you can remove the original "Google Chrome" icon
from the Dock. Don't remove it from the Applications folder. ChromeSafe expects to find it there.

You can now close the ChromeSafe application and quit Automator.
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AA. Test that Chrome is now safe.

Enter the following in the URL address field:
https://www.ssllabs.com/ssltest/viewMyClient.html

Verify your page looks like this.

k

2] Qualys SsL Labs - Project: x
<« C i @ https://www.ssllabs.com/ssltest/viewMyClient.html
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GOOD
You are here: Home > Projects > SSL Client Test

SSL/TLS Capabilities of Your Browser

User Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_8_5) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/38.0.2125.104 Safari/537.36

Other r Agents »

SSL v3 POODLE Vulnerability

Your user agent is not vulnerable.
For more information about the POODLE attack, please read this blog post.

AB. What happens when Chrome is NOT safe

2 qualys SSL Labs - Project: x

> & | & https://www.ssllabs.com/ssltest/viewMyClient.html
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You are here: Home > Projects > SSL Client Test

SSL/TLS Capabilities of Your Browser

User Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_8_5) AppleWebKil/537.36 (KHTML, like Gecko)
Chrome/38.0.2125.104 Safari/537.36

SSL v3 POODLE Vulnerability

Your user agent is vulnerable. You should disable SSL 3.
For more information about the POODLE attack, please read this blog post.
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