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Introduction

These instructions may seem arcane and complex but they're really easy if you just follow
along step by step. Donald Burr of Otaku No Podcast (otakunopodcast.com) created all of
these instructions in text form, Allison just created the ScreenSteps tutoriall

I'l be focusing on using a Mac on your home network using an Airport Exireme Router (of
course any router will work but the screenshots will be for the Airport). If you have arouter
capable of instaling the Tomato Router Firmware, you should look at Donald's full instructions
because you may not need to use a Mac at all for this, your router can do it all. See Donald's
notes for other options.

Read Donald's instructions ===> here.

Steps to Success

We're going to go through nine steps, some more complicated than others.

In order to connect intfo your home Mac to use it as a VPN server, we need to give the Mac
aninternal network static IP and we need to be able to get to your network from the outside,
even though you probably don't have a static IP, and that's where No-IP.com comes into
play. We need to install Xcode to get the command line tools in order to run MacPorts which
lets us use some Linux commands and install what are called Tuntap drivers. Next we'llrun
some nifty scripts (of doom) from Donald Burr to help us create certificates for each of our
devices that need to connect to our VPN. We need to open up one teeny port on our
router, and then finally we get to install software on our devices to be able to connect to the
VPN server.

Setting Up a Static IP for the Server on the LAN Side
Creating Account at No-IP.com

Instaling Xcode and Running Command Line Tools
Instaling MacPorts

Installing Tuntap Drivers

Donald’s Nifty Scripts of Doom

Opening up UDP Port 1194

Install VPN Software on iOS

Install VPN Software on OSX

VRN WD~
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SECTION 1 - Setting Up a Static IP for the Server on the LAN Side

These instructions should be completed on the machine that will become the VPN server.

Open Network Preferences

® 00O Syster; Pr
| < | > | [ ShowaAl |

Personal
— - 0 ( ? -~
R T ... B =
General Desktop & Dock Mission
Screen Saver Control
Hardware
CDs & DVDs Displays Energy

Saver

Internet & Wireless

a8 G 3
iCloud Mail, Contacts j| Network Bluetooth
& Calendars
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Select Advanced

® 00 Network
| < | > || ShowAll (Q
Location: | Automatic =
0 < Status: Connected | Turn Wi-Fi Off
Wi-Fi is connected to Dual Dart 5CHz and
Ethernet A <oao> has the IP address 10.0.1.8.

Not Connected

~ Bluetooth PAN Network Name:

No IP Address

o

[V Show Wi-Fi status in menu bar

+ | - [

'
l_ Click the lock to prevent further changes.

| Dual Dart 5GHz =

[ ] Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
have to manually select a network.

Revert Apply

Assist me...
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Copy the Mac Address

O 00 Network

[ . J l Show All

= Wi-Fi

[ Wi-Fi TCP/IP  DNS WINS 802.1X Proxies

Configure: | Automatically =

MTU: | Standard (1500) 4
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Open AirPort Utility

e OO AirPort Utility

Other AirPort Base Stations

® Internet

® White Dart

AirPort Extreme

Click on your router, in my case it's called White Dart.
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Select Enter Router Password

Enter Password

Enter the password to view more
information about this base station.

® White Dart

AirPort Extreme

Enter your password when prompted and click OK.

Select Edit

White Dart

network Dual Dart 2.4GHz
IP address

LAN IP address 10.0.1.1
serial number C86GLOSUDM72
version 7.6.3

wireless clients Bedroom Apple TV
Core i7 (3)
Family Mac Mini
Family Room Apple TV
iPhone
iTab
Kyle Sheridan's MacBook
Mikala
Steven's iMac (3)
TIVO-64800018021382D
TIVO-6520001803C15DE
TIVO-7460001904CECCB
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Select the Network Tab and Click the + Button

| Base Station  Internet = Wireless Disks |

Router Mode: | DHCP and NAT +|

DHCP Range: 10.0.1.2 to 10.0.1.200

DHCP Reservations: . Description ' IP Address A

5 = Edit

Paste in the Mac Address You Copied Earlier

Description: Kyle MacBook VPN server
Reserve Address By: | MAC Address

4»

|
MAC Address: ] ]
IPv4 Address: | 10.0.1.2 |

| Cancel | | Save ]
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Select Update

|‘ Base Station  Internet = Wireless W}

Router Mode: | DHCP and NAT

4»

DHCP Range: 10.0.1.2 to 10.0.1.200

DHCP Reservations: ' Description ' IP Address A

Kyle MacBook VPN s... 10.0.1.2

+ | - | Edit |
Port Settings: Description Type
+ | - Edit

| | Enable Access Control: = Timed Access Control...

| Network Options... |

| Cancel |

Select Continue

The device and its network services will be
é‘\ temporarily unavailable. Are you sure you want to

./ continue?
| | Do not show this warning again [ Cancel ' Continue '

Quit Airport Utility when this operation completes.
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SECTION 2 - Creating Account at No-IP.com

Sign Up for an Account at No-IP.com

[4 | DJ = [‘,}?‘ WWW.noip.com
[I1 linzee blog podfeet ¥ Bart Busschots TitanPad: mrt108 grouphug twitter Gmail SeaSons ¥ Po

Managed DNS Provider

@ Nnoip

Navigate to http://www.noip.com and select Sign Up.
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Create a Username and Password

Create Your No-IP Account

Usemame: Usernames must be 6-15 characters
long and only contain a-z,0-8, -, and
nosillacast ~
Password: Minimum of 6 characters.
LA L L A L N L N J swr

Confirm Password:

Email: We will be sending an account
activation link, so please be sure
aIIison@podfeet.com your email is correct.
Hostname: v Choose a hostname for your
account.
.no—ip.biz - You can change your hostname or

add more later.

Enter your Email address. Note the host name shown which is free, but if you want to pay you
can get more options. Scroll down to the bottom of the page.

Select Sign Up

By submitting this form | agree | Get Enhanced Sign Up
to the terms of service and that EREEE

| will only create one free

account.
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Email Confirmation Will be Sent

@ Nnoip

Services Why No-IP? Download Support

Account Confirmation

Confirmation email is on its way!

A confirmation emalil has been sent to the emalil address you provided. The confirmation email will include a link that you
must click on to verify your email address. Once your account is confirmed you will be able to login and use our services.

Please visit our support section to view our Getting Started Guide and review our FAQ and knowledge base.

Click the Link in the Email

No-IP.com Activation Inbox X =
No-IP Registration <unmonitored-webrr 1:50 PM (1 minute ago) L v
to me |~
Congratulations, the No-IP account has been created. To activate your

account, please click the following link:

https://www.noip.com/activate?lid=

Thank you for choosing No-IP.com
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Download the Update Client

Your Account Is Now Activated!

You're almost finished, please complete the steps below:

¥ 1. Create an Account 4. Download Update Client

¥ 2. Activate Account 5. Verify Hostname Settings

¥ 3. Create a Hosthame 6. Forward Your Ports

Knowledge Base Articles that you may find helpful:

Getting Started Guide Getting Started Video Tutorial
What is Dynamic DNS What is a Hostname

Port Forwarding Guide

This client will run in the background and check to see if your IP address has changed, and if
it has, will send it fo no-ip.com
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Download and Install the Client

B noip

Services Why No-IP? Download Support

Dynamic Update Client for )

Mac DUC Features

Keep your current IP address in sync with your No-IP host

or domain with our Dynamic Update Client (DUC). Our dynamic DNS update client continually checks
for IP address changes in the background and automatically updates the DNS at No-IP whenever it
changes.

¥ Auto Host List ¥ Quick & Easy Setup
Download ow
¥ Runs on 10.4 & Up Download'N

- g‘;’t‘s When Logged 7.5MB (OSX 10.4.11 & Newer)

¥ Small Foot Print

Enter Your No-iP.com Account Info You Just Created

No-IP.com Account Information

E-Mail Address: | allison@podfeet.com |

Password: looooooooo I

| Cancel |[ OK ]

This menu should pop up automatically.
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Click OK

e

1 No hosts have been selected
4 You must select either a group of a host to be
b updated before you can save your settings file.

—

Click on Hosts and Check the Box Next to the Host Name You Chose

e OO0 Preferences

Email/Username: allison@podfeet.com | Change |

| Settings m Daemon

Host Names to Update:

@ Host

Note this - will
need later

| Reload Hosts |

Q Authenticated Successfully

It may take a few moments for the host name you selected at no-ip.com to show up. Make
sure you note this name, you'll need it later.
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Select Update Now

‘000 No-IP Dynamic Updater
External IP Address: [ Update Now ]
Status: Idle, next update will occur at 3:08 PM |T\

Turn on the Daemon

e OO0 Preferences

Email/Username: allison@podfeet.com | Change |
{ Settings | Hosts QLIS

What is this?

The No-IP DUC provides a background application called a daemon that performs
updates even before you log into your computer and in the background while you're
working. It doesn't take up a place in your Dock and it won't get in your way. If you
use the daemon you don't need to have this application running all the time.

Daemon Status:

No-IP DUC Daemon is stopped

@ Launch Daemon at System Startup

"l?;J Authenticated Successfully

| chose this rather than running the application in the background all the time.
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Download Xcode

Xcode

Xcode provides everything developers need to create great applications for Mac, iPhone, and
iPad. Xcode 4 has been streamlined to help you write better apps. It has unified user
interface design, coding, testing, and debugging all within a single window. The Xcode IDE
analyzes the details of your project to identify mistakes in both syntax and logic, it can eve...
.More

What's New in Version 4.6.2

« Improves LLDB performance for debugging Objective-C code.
« Fixes an issue where the crash log database could grow very large....

.More

Find Xcode in the Mac App Store at
https://itunes.apple.com/us/app/xcode/id4977998352mt=12 and install.

Install Java

To open “Xcode,” you need a Java SE 6
runtime. Would you like to install one now?

Note: Use of this software is subject to the Software License
Agreement applicable to the software you are downloading. A list of
Apple SLAs may be found here: http:/ /www.apple.com/legal/sla/

' Not Now | L Install J

Xcode only installs the standalone Java, and it does NOT include the Java Web plugin that
has been the subject of so many security vulnerabilities lately.
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Select Install Next to Command Line Tools

e 00 Downloads

8] & D / B | B

General Behaviors Fonts & Colors Text Editing Key Bindings | Downloads

Components Documentation |

@i
[t

Locations

[ | Check for and install updates automatically | Check and Install Now |
@ i0S 6.0 Simulator (573.4 MB) Install
U 105 5.1 Simulator (614.5 MB) Install

U@ i0s 5.0 Simulator (554.1 MB) Install

Command Line Tools (118.4 MB)

Wait till the installation finishes and quit X-Code

Type xcodebuild -license to Open the License Agreement

e OO £ allison — bash — 80x24 e
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans—-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$
kyle-sheridans-macbook:~ allison$ xcodebuild -licensell
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Start Hitting the Space Bar to Scroll Through the EULA - A LOT of Times

‘@00 /N allison — more — 80x24 "
ENGLISH

IMPORTANT: BY USING THIS SOFTWARE, YOU ARE AGREEING TO BE BOUND BY THE FOLLOWING
APPLE TERMS:

A. SOFTWARE LICENSE AGREEMENT FOR XCODE
B. 10S SDK AGREEMENT

APPLE INC.
SOFTWARE LICENSE AGREEMENT FOR XCODE

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT ("LICENSE") CAREFULLY BEFORE USING T
HE DEVELOPER SOFTWARE (DEFINED BELOW). BY USING THE DEVELOPER SOFTWARE, YOU ARE
AGREEING TO BE BOUND BY THE TERMS OF THIS LICENSE. 1IF YOU ARE ACCESSING THE DEV
ELOPER SOFTWARE ELECTRONICALLY, SIGNIFY YOUR AGREEMENT TO BE BOUND BY THE TERMS
OF THIS LICENSE BY CLICKING THE "AGREE " BUTTON. IF YOU DO NOT AGREE TO THE TER
MS OF THIS LICENSE, DO NOT USE THE DEVELOPER SOFTWARE AND CLICK “DISAGREE”. FOR
DEVELOPER SOFTWARE INCLUDED WITH YOUR PURCHASE OF HARDWARE, YOU MUST RETURN THE
ENTIRE HARDWARE/SOFTWARE PACKAGE IN ORDER TO OBTAIN A REFUND.

IMPORTANT NOTE: This software may be used to reproduce, modify, publish and dist
ribute materials. It is licensed to you only for reproduction, modification, pub
lication and distribution of non-copyrighted materials, materials in which you o
Software License Agreements Press 'space' for more, or 'q' to quit

Type Agree

r Al

® OO /5 allison — xcodebuild — 80x24 "

ts for the International Sale of Goods, the application of which is expressly ex
cluded.

9.12 Entire Agreement; Governing Language
This Agreement constitutes the entire agreement between the parties with respect
to the use of the SDK licensed hereunder and supersedes all prior understanding
s regarding such subject matter. This Agreement may be modified only: (a) by a w
ritten amendment signed by both parties, or (b) to the extent expressly permitte
d by this Agreement (for example, by Apple by written or email notice to You). A
ny translation of this Agreement is done for local requirements and in the event
of a dispute between the English and any non-English version, the English versi
on of this Agreement shall govern. If You are located in the province of Quebec,
Canada, the following clause applies: The parties hereby confirm that they have
requested that this Agreement and all related documents be drafted in English.
Les parties ont exigé que le présent contrat et tous les documents connexes soie
nt rédigés en anglais.

EAQ720
Rev. ©03/01/2011

By typing 'a
ts. Type '
] agreell

' you are agreeing to the terms of the software license agreemen
nt' to print them or anything else to cancel, [agree, print, cancel

Type agree
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Joy of Agreement

ol

‘®@00 N allison — bash — 80x24 e

to the use of the SDK licensed hereunder and supersedes all prior understanding
s regarding such subject matter. This Agreement may be modified only: (a) by a w
ritten amendment signed by both parties, or (b) to the extent expressly permitte
d by this Agreement (for example, by Apple by written or email notice to You). A
ny translation of this Agreement is done for local requirements and in the event
of a dispute between the English and any non-English version, the English versi
on of this Agreement shall govern. If You are located in the province of Quebec,
Canada, the following clause applies: The parties hereby confirm that they have
requested that this Agreement and all related documents be drafted in English.
Les parties ont exigé que le présent contrat et tous les documents connexes soie
nt rédigés en anglais.

EAD720
Rev. 03/01/2011

By typing 'agree' you are agreeing to the terms of the software license agreemen
ts. Type 'print' to print them or anything else to cancel, [agree, print, cancel
] agree

You can view the license agreements in Xcode's About Box, or at /Applications/Xc
ode.app/Contents/Resources/English. lproj/License.rtf

kyle-sheridans-macbook:~ allisons$ [J
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SECTION 4 - Installing MacPorts

Download MacPorts

Index of /MacPorts
< €3 hups @ distfiles.macports.org/MacPorts/
[1] linzee blog podfeet ¥ Bart Busschots TitanPad: mrt108 grouphug twitter
Free Dynamic DNS - Create a Free No-IP Account |

] MacPorts-2.1.3-10.7-Lion.pkg 04-Feb-2013 12:55 494K
=] MacPorts-2.1.3-10.7-Lion.pkg asc 04-Feb-2013 12:55 662

|Ei MacPorts-2.1.3-10.8-MountainLion.pk 04-Feb-2013 12:55 503K

=] MacPorts-2.1.3-10.8-MountainLion pkg.asc 04-Feb-2013 12:55 487

MacPorts-2.1.3 chk.txt 04-Feb-2013 12:55 23K
2] MacPorts-2.1.3 tarbz2 04-Feb-2013 12:55 826K
MacPorts-2.1.3 tarbz2 asc 04-Feb-2013 12:55 662
W4 MacPorts-2.1.3 tar.gz 04-Feb-2013 12:55 927K
MacPorts-2.1.3 tar.gz asc 04-Feb-2013 12:55 662
£ testing/ 10-May-2012 14:38 -

Apache/2 .2 Server at distfiles.macports.org Port 443

Navigate to https://distfiles.macports.org/MacPorts/ and scroll to the bottom to download
the installer file for your OS.
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Install MacPorts

e OO0  Install MacPorts a

Welcome to the MacPorts Installer

Welcome to the MacPorts for Mac OS X Installer
® Introduction MacPorts provides the infrastructure that allows easy installation and
management of freely available software on Mac OS X 10.8 systems.

® Read Me
http:/iwww.macports.org/
@ License
o This installer guides you through the steps necessary to install MacPorts
® Destination Select 2.1.3 for Mac OS X. To get started, click Continue.

@ Installation Type
@ Installation

® Summary

This package was made with:

L Ports.

http:/iwww.macports.org/

Go Back | Continue |

Enter These Commands in the Terminal

k;le—sheridans-macbook:~ allison: source ~/.profile
kyle-sheridans-macbook:~ allisonq sudo port -v selfupdate
WARNING: Improper use of the sudo command could lead to data loss

or the deletion of important system files. Please double-check your
typing when using sudo. Type "man sudo" for more information.

To proceed, enter your password, or type Ctrl-C to abort.

To run the self update to Macports enter:
source ~/.profile

then
sudo port -v selfupdate

and enter your administrator password
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Success

e OO #¥ allison — bash — 80x24 e

ports.tar
receiving file list ... done

sent 36 bytes received 70 bytes 212.00 bytes/sec
total size is 53350400 speedup is 503305.66
receiving file list ... done

sent 36 bytes received 77 bytes 226.00 bytes/sec

total size is 512 speedup is 4.53

Creating port index in /opt/local/var/macports/sources/rsync.macports.org/releas
e/tarballs/ports

Adding port lang/rust

Adding port math/atlas

Total number of ports parsed: 2
Ports successfully parsed: 2
Ports failed: 0
Up-to-date ports skipped: 16758

---> MacPorts base is already the latest version

The ports tree has been updated. To upgrade your installed ports, you should run
port upgrade outdated
kyle-sheridans-macbook:~ allison$ [

Open the VPN Software

Fe" = =P === e e——————

kyle-sheridans-macbook:~ allison$

kyle-sheridans-macbook:~ allison$

kyle-sheridans-macbook:~ allison$ sudo port -v install openvpn2

---> Computing dependencies for openvpn2....

---> Dependencies to be installed: 1zo2 openssl zlib

---> Fetching archive for 1zo2

-—-> 1202-2.06_0.darwin_12.x86_64.tbz2 doesn't seem to exist in /opt/local/var/
macports/incoming/verified

---> Attempting to fetch 1z02-2.06_0.darwin_12.x86_64.tbz2 from http://packages
_macnarts.nrn/l1zn2

Enter
sudo port -v install openvpn2

and watch a lot of glop go by...
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SECTION 5 - Installing Tuntap Drivers

Download the Tuntap Drivers

<

TunTap - Download

7> | €3 tuntaposx.sourceforge.net/download.xhtml 767 Reader

[I] linzee blog podfeet v Bart Busschots TitanPad: mrt108 grouphug twitter Gmail SeaSons v Podfeet mail freshbooks

Free Dynamic DNS - Create a Free No-IP Account { TunTap - Download L

U

irtual network interfaces for Mac OS

Home FAQ Download Development

Download

TunTap is provided as an installation package that can be
(Tiger), 10.5 (Leopard) and 10.6 (Snow Leopard). Legacy jons that run on 10.3
(Panther) are listed below. Click to download the current release: tuntap 20111101. A full
list of all releases is available at the Sourceforge download page.

Download tuntap drivers from http://tuntaposx.sourceforge.net/download.xhtml
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Open the Package File (in the folder after tuntap expands)

e OO0 « Install TunTap Installer package

Welcome to the TunTap Installer package Installer

This will install the TunTap software on your computer. It

® Introduction provides IP Tunnel and ethertap kernel extensions.
@ License - |
P p£ TunTap software is free (as in "free beer" as well as "freedom").
o Destmatl‘{; ele If you like it, you can support further development by donating
- InSta”a“.Jn Ty?' money. In order to do so just click the image below.
@ Installagion N
[ ] Summary LG
|I'.'.|I|‘.lll",lllH"lA
||\I"‘l|l‘\|ll\'|.||l lA \
0 1

Go Back | Continue

Gatekeeper won't let you just double click on the installer package (it will complain that it is
from an unknown source), you have to right click on the installer package and choose
‘open’.
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SECTION 6 - Donald's Nifty Scripts of Doom

Download Donald's Scripts

Download Donald's scripts from: https://dl.dropbox.com/u/162813/ocpenvpn-mac.tar.bz2

Type These Commands to Unarchive the Scripts

---> Updating database of binaries: 100.0%

-—-> Scanning binaries for linking errors: 100.0%

---> No broken files found.

kyle-sheridans-macbook:~ allison$

kyle-sheridans—-macbook:~ allison$

kyle-sheridans-macbook:~ allison$

kyle-sheridans-macbook:~ allison$ cd ~/Downloads
kyle-sheridans-macbook:Downloads allison$ tar xvjf openvpn-mac.tar.bz2
X openvpn-mac/

x openvpn-mac/files/

R ——— L

cd ~/Downloads
tar xvjf openvpn-mac.tar.bz2

Setting Up OpenVPN Server

kyle-sheridans-macbook:Downloads allison$ cd openvpn-mac && sudo bash setup-openvpn-server
Password:

Installing openvpn configuration...

Installing easy-rsa...

Installing client setup script...

Installing helper scripts...

Installing startup scripts...

...net.openvpn.openvpn

...net.openvpn.enable-forwarding

setting up IP forwarding...

It is now time to set up initial configuration and to create your first
connection. Enter a name to save this configuration as (example:
‘bobs-mac') Please only contain letters, numbers and underscores.

kyles-mac-vpn
***% Performing Initial Setup sk

Please answer the following questions. The only one that needs to be
answered completely truthfully is the Hostname/IP. For all other values
you can enter fake information if you wish.

If you have a dynamic IP address (most likely if you have a typical home
Internet connection) you will want to set up an account with a Dynamic DNS
service such as No-IP (http://noip.com/). Or, if you have a static IP address,
you can enter it here.

Enter your dynamic DNS host name or static IP address: :I

L

We're now going to run Donald's scripts. Enter this command:

cd openvpn-mac && sudo bash setup-openvpn-server
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NosillaCast
‘u’

podfeet.com

Name your Server (lI've entered kyles-mac-vpn)
Enter the dynamic dns host name you noted back on no-ip.com (you DID note it, right?)

Keep Answering Questions

For a list of ISO Country Codes, see:
http://userpage.chemie. fu-berlin.de/diverse/doc/IS0_3166.html

2-letter ISO country code of your country: US
Your city of residence: Los Angeles
Your state (or province) of residence: CA

Organization name (can be your business name or something like ‘The Smith
Household', etc.): NosillaCast Mac Podcastl
Email address: allison@podfeet.com

The first fime through you need to answer these. These steps will be duplicated MANY fimes,
but after this the answers will be there and you can simply hit Enter for each questions.

Hit Enter for All These Questions for an RSA Key

Generating a 1024 bit RSA private key

................ ++++

................................... =i

writing new private key to 'ca.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distingquished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [CA]:

Locality Name (eg, city) [Los Angeles]:

Organization Name (eg, company) [NosillaCast Mac Podcast]:

Organizational Unit Name (eg, section) [openvpn]:

Common Name (eg, your name or your server's hostname) [ ]:
Name [OpenVPN Server]:

Email Address [allison@podfeet.com]:
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And Again for Some Reason

Generating a 1024 bit RSA private key
N i 2

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:

State or Province Name (full name) [CA]:

Locality Name (eg, city) [Los Angeles]:

Organization Name (eg, company) [NosillaCast Mac Podcast]:
Organizational Unit Name (eg, section) [openvpn]:

Common Name (eg, your name or your server's hostname) [server]:

Name [OpenVPN Server]:

Email Address [allison@podfeet.com]:

Keep Answering...

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /opt/local/etc/openvpn/easy-rsa/openssl-1.0.0.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'US'

stateOrProvinceName :PRINTABLE: 'CA'

localityName :PRINTABLE: 'Los Angeles'
organizationName :PRINTABLE: 'NosillaCast Mac Podcast'
organizationalUnitName:PRINTABLE: 'openvpn'

commonName :PRINTABLE: 'server'

name :PRINTABLE: 'OpenVPN Server'
emailAddress :IASSTRING: 'allison@podfeet.com'

Certificate is to be certified until Apr 4 23:22:29 2023 GMT (3650 days)
Sign the certificate? [y/n]:y‘—
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And Again

Generating a 1024 bit RSA private key
N i 2

................................................... ++++++

writing new private key to 'kyles-mac= M

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase: Create Passphrase ]

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:

State or Province Name (full name) [CA]:

Locality Name (eg, city) [Los Angeles]:

Organization Name (eg, company) [NosillaCast Mac Podcast]:
Organizational Unit Name (eg, section) [openvpn]:

Common Name (eg, your name or your server's hostname) [kyles-mac-vpn]:
Name [OpenVPN Server]:

Email Address [allison@podfeet.com]:

And Again...

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []:

An optional company name []:

Using configuration from /opt/local/etc/openvpn/easy-rsa/openssl-1.0.0.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name is as follows

countryName :PRINTABLE: 'US'

stateOrProvinceName :PRINTABLE: 'CA'

localityName :PRINTABLE: 'Los Angeles'
organizationName :PRINTABLE: 'NosillaCast Mac Podcast'
organizationalUnitName:PRINTABLE: 'openvpn’

commonName :PRINTABLE: 'kyles-mac-vpn'

name :PRINTABLE: 'OpenVPN Server'
emailAddress :TASSTRING: 'allison@podfeet.com’

Certificate is to be certified until Apr 4 23:27:45 2023 GMT (3650 days)
Sign the certificate? [y/n]:y
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# §
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Whew!

#*%% IMPORTANT NOTE #%%

Need to convert Key-file to new format. Please enter the password you
supplied at each of the following prompts.

Enter pass phrase for /opt/local/etc/openvpn/easy-rsa/keys/kyles-mac-vpn.key.orig:

writing RSA key

Enter PEM pass phrase:

Verifying - Enter PEM pass phrase:

Done, config file has been saved to '/opt/local/etc/openvpn/config-files/kyles-mac-vpn.ovpn'
(I will also open a Finder window with this file highlighted)

document file kyles-mac-vpn.ovpn of folder config-files of folder openvpn of folder etc of f
older local of folder opt of startup disk

0K, configuration is done. Now starting the OpenVPN server.

Note: it is also configured to start up whenever you start your computer

Remember to set up port forwarding for UDP/1184 on your router.
kyle-sheridans-macbook:openvpn-mac allison$ I

Enter passphrase and password as many times as they ask for it!

Finder Window Opens Showing config-files

(L] config-files
CLT] vJ l Lot )

HEl o CNERIERNE
~ [ config-files g B kyles-mac-vpn.ovpn |

» ] easy-rsa '
»  openvpn.conf

ol

Copy this file to Dropbox. It will be the first connection file you test. It would be good to name
it something associated with the device on which you'll use it (you'll be creating one of these
for each of your devices).

Create a New VPN Connection Document for Each Device You Have

In Terminal, enter:
sudo setup-openvpn-client connection-name

where connection-name means something to you for each different device you'll want to
connect to the VPN server. Move each of these files to Dropbox to be picked up on your
devices.
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podfeet.com

SECTION 7 - Opening up UDP Port 1194

Open Airport Utility

| Base Station Internet = Wireless

Router Mode: | DHCP and NAT

4r

DHCP Range: 10.0.1.2 to 10.0.1.200

DHCP Reservations: Description | IP Address A

Kyle MacBook VPN s... 10.0.1.2

thalnss | Edit |
Port Settings: Description Type
+| - Edit

| | Enable Access Control: | Timed Access Control...

| Network Options... |

| Cancel | | Update

Open Airport Utility again, select your Airport again, Select Edit again. Select the Network
tab, and select the + under Port Settings
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# §
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Enter Information As Shown

Firewall Entry Type: | IPv4 Port Mapping

Description: {VPN Server >
Public UDP Ports: 1 1194
Public TCP Ports: |
Private IP Address: |10.0.1.2
Private UDP Ports: | 1194

Private TCP Ports: v

| Cancel | | Save |
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# >
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Select Update

~|{ Base Station Internet = Wireless W}i

Router Mode: | DHCP and NAT 2 |

DHCP Range: 10.0.1.2 to 10.0.1.200

DHCP Reservations: Description | IP Address A

Kyle MacBook VPN s... 10.0.1.2

e | Edit |
Port Settings: ' Description Type

VPN Server IPv4

bk Edit

| | Enable Access Control: | Timed Access Control. ..

| Network Options... |

| Cancel | | Update |

Wait until your Airport updates.
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# §
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SECTION 8 - Install VPN Software on iOS

Download OpenVPN

e ;
o e ||
| |

!
|
!

. ATphL yonan ret smiphl
'

et o e
.<.0

! Mice teom OpenvPN
Technologies.

|

|

|

!

|

|

| |
| o Vouu Saturn and Priwwte Pa b

] |

|

|

|

|

mmwuww >

Download OpenVPN Connect from the iTunes App Store.
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# §
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Open Dropbox

4:40 PM

kyles-mac-vpn.ovpn

$ E * B

Find the file you created and moved into Dropbox and tap on it.
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# >

podfeet.com

Select the Open In Button in the Bottom Right

w... ATET 4G 4:40 PM

veN  kyles-mac-vpn.ovpn
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# >

podfeet.com

Select Open in OpenVPN

Open in Open in Open in
OpenVPN Instashare Evernote

\

Open in Google
Drive

Cancel
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NosillaCast
# >

podfeet.com

Click the Green Plus Button to Import the File

4:40 PM

About OpenVP Help

New profiles are available...

@ 1 new OpenVPN profile is @
available for import

‘D ‘/kyles-m...

Autologin profile
_
i

More from OpenVPN
Technologies...

Your Secure and Private Path to >
the Internet

Q VPN Solution for your Business >
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NosillaCast
# >

podfeet.com

Enter the Password

4:41 PM

About OpenVPN Help

Q OpenVPN Connect

N
& Disconnected

() oFF) @

More from OpenVPN
Technologies...

Your Secure and Private Path to >
the Internet

Q VPN Solution for your Business >

Enter the Password you created in the creation of the file, and tap the Save switch to turn it
on. Finally tap the Off Switch to Connect to the VPN.

How To Set Up a VPN Server Using a Mac - 41 Created by Allison Sheridan using ScreenSteps
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# >

podfeet.com

Connected!

w...ATET 4G D 4:41 PM

About OpenVPN Help
Q OpenVPN Connect

‘a /kyles-ma...
Autologin profile

g\ Connected >
L on @
Connection Details

Duration 0:00:07
Packet received 1 second ago
Bytes In 570 KB
Bytes Out 4.78 KB

More from OpenVPN
Technologies...

Your Secure and Private Path to

the Internet 2

Q VPN Solution for your Business >
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o !

4

podfeet.com

SECTION 9 - Install VPN Software on OSX

VPN Software Options on OSX

- a
www.sparklabs.com/viscosity/download/ Google 8 c kd HH

gl linzee blog (1] podfeet ~ [ Bart Busschots TP TitanPad: mrt108 [ | grouphug %0 twitter > [EJ Bookmarks ~

g 'SCOS|ty + Download v1.4 ™ Buy Now $9
©) n OpenVPN Client For Mac & Windows

Free for 30 days. Mac & Win. Instant and secure.

e e

Two options for a VPN application on the Mac. Donald recommended Viscosity from
http://www.sparklabs.com/viscosity/download/ which is $9 per Mac.

After the show Dr. Matt suggested the free TunnelBlick from
http://code.google.com/p/tunnelblick. | installed both and they both work well. This tutorial
will be for Viscosity, but if you try Tunnelblick you have to do one thing to make it work. In the
Settings, Configuration tab, select Advanced and then uncheck the box to use TunnelBlick's
tun/tap drivers. Some people do have trouble with this software so if it doesn't work for you
then jump over to Viscosity.

Let's keep going with Viscosity as our example.

Install Viscosity

B O 6 D ss.

Preferences...

Quit Viscosity

Click on the icon for Viscosity in the menubar and choose Preferences.

How To Set Up a VPN Server Using a Mac - 43 Created by Allison Sheridan using ScreenSteps


http://www.sparklabs.com/viscosity/download/
http://code.google.com/p/tunnelblick/wiki/DownloadsEntry?tm=2

NosillaCast
# >

podfeet.com

In the Connection Tab Click on the Plus Button at the Bottom

® 00 Preferences
e a o
Connections | General Appe;rance Advanced About
- %~ Edit

Select Import Connection From File...

New Connection
Import Connection > From File...

From Server...
New Folder
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NosillaCast
# >

podfeet.com

Navigate to the File You Created for This Device

000 Open
R ERE im || = v || G VPN ) (Q
- T
(£ Saved Calls :
- ) & How To Set...Mac.ssIspkg
& Dropbox ational w Steve = " .
- . eSync | & steves-iphone.ovpn —
[ Reviewers 'eP:A 845.m0é & steves-mac.ovpn A,
_D SkyDrive -PM-845.mp « used for iph...ac-vpn.ovpn AR /5
(L] receipts >/

-ﬁ band NosillaCast

£¥ aif NosillaCast VPN
ne
SHARED ..._iTunes.png
; *NosillaCast r Name alsmac.ovpn

e ar P Kind OpenVPNConfigScript
E_ml fatso Dropbox.txt Size 8KB

= dy2 » Created Today 4:48 PM
‘T’ speedy. ’ Modified Today 4:48 PM
__| Viscosi A Last opened Today 4:48 PM
= Viscosity , ast opene oday
MEDIA »

P Mucic L

| Cancel | Open

Inmy case | called it alsmac so | could tell which one to open

Connection Imported

Connection Imported

Viscosity has successfully imported the connection. It
is now available in your connection list.

If you have used advanced OpenVPN features or
scripts please visit the Preferences section to ensure

they were imported correctly.
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NosillaCast
# §

podfeet.com

Connect Using Menu Bar App

) Active Connections

Details...
Preferences...

Quit Viscosity

Enter the Password You Created

Viscosity

OpenVPN requires a password to continue.

Password: ........|

[YI Remember details in my Keychain

| Cancel \ [ OK ]

No clue which one of the 198 | entered, luckily | typed the same one over and over again.

Fleeting Notification of Connection

alsmac Is Connected

m The connection alsmac has connected with
an IP address of 10.8.0.10.

To test mine at home | used a Mifiso | was on a different network.
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Use the Menubar Icon to Disconnect When You're Through

e\ o6 @:

() Disconnect alsmac

e e e e
C LU cCuio

Details...
Preferences...

Quit Viscosity

If you want to prove to yourself that you're on VPN - go to http://ipchicken.com before and
after you VPN and youl'll find that your IP changes to your home IP. Congratulations!
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